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MULTI-FACTOR PASSWORD RESE T
A Secure Password Management Solution

Safeguard employee information

Millions of personal identity records are  compromised 
each year through data breaches that include 
email addresses, passwords, and PINS. Protect your 
employees and your software systems’ security with 
a voice-based password reset for stronger security 
and authentication.

Resetting is no longer a hassle
Your employees are busy so having them call 
your help desk and answer security questions is 
frustrating and time consuming. Give them the 
tools to let them manage and reset their password 
on their own.

Telephony integration is easy

Quickly deploy the ADP (Application Delivery 
Platform) workflow with either touchtone 
authentication or biometric voiceprint verif ication. 
Alternately, integrate seamlessly with any existing 
IVR system using SIP, or for deeper integration, web 
services are available.

Saves you money quickly

About 30% of calls to most help desks are for routine 
password resets. 

By automating this process, you immediately begin 
to save money and time.

For any password reset calls to your help desk, 
quickly resolve through the assisted web interface. 
Your team can easily look up the caller’s prof ile, 
authenticate the caller and reset their passwords 
quickly and securely.

Your employees have options

Pre-Login Password Reset functionality offers users 
a new option from their Windows login screen to 
select various options to authenticate a Password 
Reset - even if they are not currently logged in - 
using SMS, Knowledge Based Authentication or Voice 
Authentication.

D RIV E DOWN HELP DESK COSTS AND REDUCE 
S UPPO RT CALLS

Return on investment

• Enterprises can typically eliminate the 

password-related load on the help desk. 

• Peak call volumes, especially after 

weekends and holidays, are dramatically 

reduced. 

• Organisations can re-assign support 

staff to focus on more critical business 

problems. 

• Manage security risks where passwords 

are written down or simply not changed.

• Minimise complex password regulations.

• More importantly,  the  OneVault Password 

Reset Solution helps customers regain 

thousands of hours of time that are lost 

when users wait, struggle and then finally 

call the help desk to reset their forgotten 

or locked-out passwords.



WEB BASED RESET PHONE BASED RESET

Users with a forgotten or locked-out password can 

resolve their password problems on their own using 

any web browser, their workstation login prompt, or 

a telephone.

Users authenticate by providing a voice sample and 

once authenticated, users reset their own passwords 

without calling the help desk.

HOW PASSWORD RESET WORKS

PASSWORD INTEGRATION ENDPOINTS

Users call
Users call or receive an automated call-back initiated from the Web or they open the mobile 

application. Repeat users can reset without calling the help desk.

Users are tested
Users repeat a passphrase to give our system plenty of information to use during the authentication.

Authentication
User’s voice is compared to the enrolled voiceprint.

Password is reset
User’s password is reset upon successful verification.
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DIRECTORY UNIX MAINFRAMES APPLICATIONS DIRECTORY

Windows domains, Active 

Directory, NetIQ (Novell) 

eDirectory, any LDAP

OS390/zOS, AS400 Lotus Notes / ID files, 

Lotus Domino / HTTP

SAPLinux

Visit us
Silverpoint Office Park, 22 Ealing Road, 1st Floor, Building 1, Bryanston

Email us
info@onevault.co.za

Call us
+ 27 87 310 5890


